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https://www.ransomware.live/stats#barChart

F1-. BreachSense.com(S> Y L7 I —TDEEEZINET Y- ILEARELTWNS Y (L)
TARASNTWIERETTIC. 2022FE M 52025F DWERHET STITLI-ONTRIZEYET,
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SRBME, BUT2023F UBD T A7 HE R IFEMEEDEOEO O, 24K
BRIZBEEADIYET,

1-2. EFEDRAGR

Ransomware.livel2Z& 5 &, 2025F L AR TOWEEENR (AT ) L TIZHYE

-d_o




[ Technology 1 Manufacturing Healthcare [ Business Services
W Financial Services [ Consumer Services Transportation/Logistics [ Education
I Construction [ Public Sector

&

Financial Services
lVictims per Sector: 232

2025 DY L7 HEHRICBEVTEEXEORNROERBIETRDOLIICTHELTLET,



Sector distribution per month in % (2025)
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2. VY LI T IL—T DERA

2-1. 2R TOIUY LT IL—T DEA

Ransomware.live®T—RI2&bE. FSUH LITT T IL—TH2025F I HELZEA-HHD
Top10[E LT D KSITHEHTULET,
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2-2. EMERICEEXEZ-SUYLOITIIL—T

2025 EHHAIC HFICTERMERICHBZMA-RRWLESO Y LTI IL—TELTIE
Luna Moth
Akira,
Ransomhub
Play
Funksec
Lynx
Medusa
KillSecurity
. SafePay

10. Qilin
NEIFONET,

N

©CeNOGO A WD



2-3. VY LTI IIL—T DEER(Top3/BRIZEEMNEHTSHED)

2-3-1. Luna Moth (Silent Ransom Group)

Luna Moth (5l 4 : Silent Ransom Group. Chatty Spider, UNC3753) [CE8 9 Z1E$RIT U T DRBYT
ER



Welcometom & . ¥ & .!

Your membership is now active

Confirmation #iFll

Billed to R L Falod
Payment method Credit Card
Subscription price $79.99
Tax $5.80
Total monthly payment* $85.79

*After your trial, you’ll automatically enroll onto our 40 credits per month plan.
You can adjust your plan at any time. Current total is $85.79 including tax.

Hi (g,

Your = s . .. account is prepared for you. Your personal number is

rEWxl

Your subscription number is also your invitation code. Invite friends to ¥k .
# & with your subscription number and get up to 3 free months with us.

Have any problems using your = & & = & 4 subscription or want to cancel it?
Just call our customer care support at +1 (G10) EfF " E1

You will be able to get each reservation’s cancellation window when
purchasing (it's usually 36 hours). If you cancel a subscription in time, we will
not charge you, and the credits you used to book will automatically be
returned to your account. If you cancel late, you won't be able to get a refund.

Alwavs vours,



BEZE (Overview)

Luna MothlZ., 2022 M SFEL TWVB YA N—BEHTI3—TF, DT IL—T &, 1HEERBHMTUT)
BEEDY—vIILIoO 7Y G a—)Le, a—ILbn\v I8BT4y U T A= )LEFIALT,. VAT
LROTNAZAAND)E—ITF IV RZER/L . BET 2GR LTHEEEZRBLET,
HODKHEL. BEEEFOLLEVERBERHMELTHY. HEEICHTARFILOEEEE5Z. FD
HHEZEMLALTVWET RO TUoFIMNILRERITHREINITKVWES EROV AT LEEY—
IWONE—RTORRY—ILEFERALTEY. HEROEBZIZLEALERIGLELSEFEAHYE
T, WolE, a—ILE A —PBEEECLICEADAUIFITREL TS, EFE(ICERBESnT=5
IL—TTY,

WE MR (Targets)

Luna Moth(E, CNFETHRALTERDTEEFTEZEMELTEEL-,

o 2023FEFUME. HFICKEDEEEEMEZHBEMICIEMELTOET . S EZBERD
T—ADEEENEREICEVNCEICERTEEEZONTT . BEEOKREILEEEH
. TEIEEFNIZELULE-2MEE O XTT,
T EREROCRBRERDLELEMICLTVLET,
X R—VDPHERBETIEL EREEROP/INLEFZMICLTNVELRZA, RIC/INFEE
DRIRIBLEEBEUANEBITLTVAIENBRINTUVET HPHN LR T 7B LU A A
)P EHTIX, ERUIREAS0BRILMH1,0008RILEBZ D5 . 1FIT10ERILLLEDIR
BEFODWEENFI40%E EHHTUELT=,

REBHLZHEEE (Typical Victims)

REDOEREHA.

EREXERABIVRBREROER,

FINREDEREBA. BEIOKRBEGNTEEDOLEE,
ANILRTTE LUV HEE (HPH) 2B 0 FERUIRZEA S LR

TTP (Bgf. $iff. FIE - Tactics, Techniques, Procedures)

Luna Moth@® I E (&, EICLL T OB, #iT. FIBZAWLTITHOIAET,
o FHARA (Initial Access):

o A—IN\VIBITAyL T A— )L BRBY TR ToavH—ERREREE
EofA—IVEEELET  A—ILIEDVEDH TR T3l E 1ZERTDHA
BT ABEEMITKVESIZIREIATVET . HEEFIZBOY IR T3>
EXrouILT B0 A—ILISRREHIN-BEBEISERT LB REINET,
DA IZFERILIITHEENTELT . ERDA—ILHF—EZAMLEEFESN.
POFEERDEREN T INDS-D. BEDA—ILREIRTLIZESEHZEE
LT UNTY,

o ITEMZESI-Y—SvILIVD=7 ) BEE: 202583AMLIE, KX EICEEE
)T, BHOITHMADBEZESFH-LAFOLHEHBINTVLET, TD%H. X
BITUE—FT7IEREYLavIZBMT HEIETRLET (A—ILTYLIZEDD.
DIIR—=UADFE),

o FITLK#EEME (Execution and Persistence):



o BEEBNEFEENTIHE.BETIVI—HNEETDII—ILEII—IZELY AR
L—3—DR/ELET . ARL—E—[F TRV TavnFvowLEZOAEIZ,
WEHIZ)E—FYR—FY—IL (5 : Zoho Assist. Syncro. AnyDesk. Splashtop.
Atera)E4 HoO0—K-E£7sE8FT,

o YE—FFOEREHFAINDE, TUI—EF—R—FETOREEMEL. YUVT
R—F7OREZEML. BEEZZBICLTEOFEHZRLET,

o ZFNt..SyncroD X5HYE—FEEBY—ILEAVAM—ILLTKEMEBT IR EHE
MLET,

o BEEFEDIVEL—F—ICEBEEBRIGEVNEE. 7TV XEEEERZLEL
L7 LYWiInSCP Portablez4# o> A—R-E£1TL., KBV IR DT DA A —
WERXYTLET,

o T—ATHLFRH (Data Theft and Exfiltration):

o TUEARWELR.BRTIVI—IEWEEDT NARLERIN=T71IL EB ML
EDHLIMET 3R ELES,

o FT—AMFHIX. WinSCP (Windows Secure Copy) F1=(X[Z2%k - th & St 1=Rclone
ZNLTIThnET,

o KIEHIET VAN HEILINT-IGE [ETHEFRNSBUAMEIC, IS TGS
BIFBFEDRICTARENETINET,

o TRHF (Extortion):

o T—ABWMEK. TII—ZEREERA—IIEZEL. BRNESINLZNGE.
T—R%EF US4V TRFBFLIFLAMATHEEEBLET,

o HBELEORXEBICEZBEZNT. ARERBITELEILOIENENTEHIED
HYFET,

o HBEEBT RELMIIODHARERBLTVETA, BICAKRTHEERYE
A,

o BREFREEIL. FEHBONRBEZHAELTRESIN. 2~78 BTCOEBETEEIL
T, BEEIIWICHLTIEF25%DEI5 I #IRTT B EEHYET,

o XihoeLTH, T—ADHIBRIIAMNRBEINGWGE  IRABITSINGEL T —
AELE|ESINTLET,

o ABIC.BRLIT A oBELLEEEOBEELIVIATUMNIERTHLER
L.EhEEHHEIHYFET,

F-oTULVAHET31ME (Exploited Vulnerabilities)

RSN -BF|IRIZIE. Luna MothA B ED VIV 7 DEARIDEFEMEZERL TS EVSEAHE
BERBRIEIHYERE A CLA BORFKBIZEWTERD VAT LEEY—ILOYE—RTIER
Y—ILEFERALTWAS=O. HEDTUF VAL AR RIZLSEHEZRBLOTLNESNTLET,
BODKEIX, RILIIT7DERAEZHE/NRICHA, V- v LIV DT YT DRMICKEKTE
THLET. REZET. HREFRKIELTVET,

2-3-2. akira

AkiraZo 8 L 7IZDOVNT UTICHE. BKENR, KAROGHEFE. TTP (i, B, F
IB) . BV EASN=BRMOMEEEEBARETEEDOEL,



. akiral2iz6a7qgd3ayp3l6yub7xx X + = O X

CG @ https://akire .onion o G

O O N [ ~«<IRA |
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news
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help
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BIE (Overview)

Akirald. 202343 A 125814 i1k L7-RaaS (Ransomware as a Service) /' JL—7 T3, o1&
ZERBETILERALTEY. TAFRBEILTARICHERL. BREATIHONEES (FE
AET—REARTRHEEBLET , BHIEWindowsV AT LIZEEE L TTLELEA, 2023454
B LIE&E. VMware ESXifR <L o # 12 ET BLinuxkk EERL TLVET , 2024FE1 1B A T,
AkiraZ o LT T I —T (3250 B 2 AR EE 5 2. $94,2005 /)L (USD) D &K &%
BlzLEnTOWET, HEIDAKIraZ o Y LI 7 IXCH+TEMN, T7A LI akiralbiR F &1 5
LEL=H. 2023F8A M5 IERUStR—RXNDO—KR % F H 9 HSMegazordEEEIL. 771 ILIZ.
powerranges*{h iR FZ {1 5T A2HEELIT>TULVET , Akira V2EME N DB BRBERIN TS
U.RUStEEBTENN TS, BMEEPESIETOERDERELDEOR LEARONET,

Akirald. SEENZFIELI=ContiV L—TEDEERENTRENATEY . I—FOEBRVLEESDEXR
RERLNET,




K%K (Targeted Industries)

AkiralX . lBIEWEBOEEAS/ U ISICEEA S A TVET  EMESN-£BITEZRIZLEEICH
=Y. ULTOHRZEFLNET:

BHE)E (Automotive)

I)LF— (Energy)

# A& (Education)

IT (Information Technology)
finZett (Airlines)

£ @Y —E X (Financial Services)
BUF R (Government)

E & (Healthcare)

#&% (Manufacturing)

B (Real Estate)

(2, AkiralEKkE D EE - AREE (HPH) 0 HEENETIRULFRLSVTLDITIIL—TD
FAGIIZEFONTLET,

RRIILZIHEE (Typical Victims)

AkiralEE 12K, 3—BAY/N A =RV T O REOEBICHEESATOET . JIL—TDY—
DHAMZEDE NBL EDREBARELI-EBESNTOET,

TTP (BkfifT. £9l7. FIE)
AkiraS> 4 L9 TF DT 98— D ERTHERTTPIE L T OEY TY

o FHAF7 X (Initial Access) [T0001]:

o BEHRFII(MFA)NRESNTLEWWPNY—ERENLTHHAT I EREEEL

79,

CiscoMEX&N D fE 3514 (CVE-2020-3259F K TCVE-2023-20269) #ERALET .

Remote Desktop Protocol (RDP) [T1133] DA,

RET7 249 0T (BEDHBRFT7AILO) U H14E)[T1566.001, T1566.002],
o HMERILIEHR [T1078] DEA,

o Jki#itE (Persistence) [T0003]:

o O O

o FILWAMLTHOURDER [T1136.002] (f: itadm&EWSEEBT7THOUR),
0 R VA= ENTEZRY  RESNE=ENGETHOUN Ya— Vb ER. LY
AN DEFTHFR—IRZ— T VT ITH LT DF A,
e %% (Discovery) [T0007]:

o FAfarbO—5—HEEDER,



Kerberoasting [T1003.001] [Z&k4Local Security Authority Subsystem Service
(LSASS) T AR AEYITRFSNI-RELHFEHRO ML,
MimikatzA°LaZagne& L\ o= RRBEEE R A VL AE LY —)L [T1003] DEA,
SoftPerfectt>Advanced IP Scanner [T1016] "2 E D Ry T —H XA F v F—ZF ALY
P2 T—O T INA XDRER,

net Windowsa<w > RZFAL TR A O FO—5— [T1018] PR ASEFERE %
[T1482] DIEHREUNE,

AdFind, PCHunter64 [T1082]. SharpHound, MASScan, Get-ADUser,

Get-ADComputer®#| .,

[ 1= (Defense Evasion) [T0005]:

O

o

BRHEERTH-HI2EF 2TV IRz TEENELET , HlZIX. PowerTool%
AL TZemana AntiMalware k54 /3— ZEBRAL. 7o FIAIILABEEDNDTAEXR
[T1562.001] =& TEFET,

BILEEZE AR AT, WindowstsH D 'Megazord | &l Akira_v2 JESXifg =1L 70
TS5 LEWNS2IBFEEDS Y LD TERBICERET 5,

A AVBEETTZAIUNERTFHDI—HF - O AN EELL, FiFE#RL
LToOy A4 % a3 518 MDDisableRestrictedAdminL AN EE,

BYOVDK B4 E1T9 1= D Terminator® F| FH .

T —AZE (Exfiltration) [T0010]:

O

o

FileZilla. WinRAR [T1560.001](FE#&F) . WinSCP [T1048]. RClone [T1567.002]
HEDY—)LEFER,

File Transfer Protocol (FTP). Secure File Transfer Protocol (SFTP). MegaZi& @
IS5 9RAL—UH—E X [T1537] M L=B L,

142737k (Impact) [T0040]:

o

ZERBETIL(TI6S7) ZERAL. T 2B T HRIICHEIMLET,
DRTLERESAL [T1486] LET . 77 A ILIZ(E** . akirag f=I&.powerranges** i 5k
FhfFEINET,

Windows¥ A7 L L TR a—LI v RHaE— (VSS) #HIBRT 51012
PowerShella< K [T1490] #FIALE T,

BREBERAENn. txtINIL—bTALIMERI—HF—DR—LTALIRJIC
RIRINFET,

Akira_v2DREELT OV 5 LIFRUStTENNTHY . CPUIT7 DFERFOESIET
OtZXDREENFEEZ LY HIE TEEHEEEF>TLET, £z, Tvmonly Iz
FAOHRBETIUDHDERMPO. [stopvmlIZEEERITHDORETI U DELEEEED
HERBINTULET,

Veeam/\v o7y 7 DHIK

av >k &3V kA—)L (Command and Control) [T0011]:

O

AnyDesk [T1219], MobaXterm. RustDesk. Ngrok [T1090]. Cloudflare TunnelZz&
D—RREVEY—ILEERA,



E-oTUL\5HES51E (Vulnerabilities Used)
Akirao oY Loz 7 DT 73— NE7 0 XIZFBLTWAEADMEBEIXLLTO®EY TY:

e CVE-2020-3259: Cisco Adaptive Security Appliance (ASA) & & U Firepower Threat
Defense (FTD) Y 7b 7 MDSSL VPNY—E RIZHITEHH—ERIBEEDHETEHE.

e CVE-2023-20269: Cisco ASA KLU FTD VIO z7 DY E—FF7 I AVPNEREE/ A/

ADHEEE M,

CVE-2021-21972: VMware vCenter Server ffz351%,

CVE-2019-6693: F5 BIG-IP s23E/\ 1/ \ R [fa55 1%,

CVE-2022-40684: Fortinet FortiGate FortiProxy FortiAuthenticator Z23E/\ 1 /N R {fE55 1%,

CVE-2024-40766: SonicWall SonicOS JE—hra—FE{TDHESE M,

CVE-2024-37085: VMware ESXi t#£fR R & D55 1%,

CVE-2024-40711: Veeam Backup & Replication Mount Service #ER R D Hi551% .

2-3-3. Qilin
Qilin[ZBE T B1EHICONT. ULTOEYIZEEDELT =,

1. README-RECOVER-MmXReVIxLV.txt - Notepad

Fie Edt Format View Help
-- Qilin

Your netwur‘l-_u"system was encr“g.rptgd.
Encrypted files have new extension.

-- Compromising and sensitive data

We have downloaded compromising and sensitive data from you system/network
If you refuse to communicate with us and we do not come to an agreementyour dat
Data includes:

- Employees personal dataCvsDLSSN.
Complete network map including credentials for local and remote serwvices.
Financial information including clients databillsbudgetsannual reportsbar
CDﬂD1EtE datagrams /schemas/drawings for manufacturing in solidworks forms
And more. ..

-- Warning

1) If wou modify files - our decrypt software won't able to recover data

2) If you use third party software - you can damage/modify files (see item 1)
3) vou need cipher key / our decrypt software to restore you files,

3} The police or authorities will not be able to help you get the cipher key. v
ecisions.

-=- Recovery

1) Download tor browser: https://www.torproject.org/download/
2) Go to domain

et e e n o monm dllncndnd a -

I (Overview)



Qilinlx,. RAHRA TRLEENOEENDOH DSV FLIITARL—2a0D1DTHY . S
L7 TR -7 H—ERX(RaaS)*ELTEEINTWET,

REREEE: 20224 IZTAgent | EL TRAF SN, RICRustTHI—T 1o S FELTZ, 2022
F7RIZTAgendalELGEAMNRBSN . REFEIA IZIXQIlinIZE & S FELT-, Dark Web
D IBianLianl&EWVS AIDEAICFHFELIZESNTVET,

FATEIRIR: 2023F & F(Z1E. VMware ESXiA V75RO Fr~DEEMB K EZE LT
AREEBLELT=, 20244 (21 Chrome Stealerié g PR FE L HE S 1t - [ B EL i 245 K
L.2025FIZ(ZAFASNTWAERA VTV ALR—FTCRVERLTWAS VY A
DIFTELTSUIFIFEINTNET , 2024F 121+ T5,000 5L LD EREZILWNEFT
WET,

BRETIV: 95472 AT OICall Lawyer] &L o=k S R—b, RIILE=H K&
W T BT LEMGE . REMERETIVICRAGATWEYS , 774U A+
X, REBOPREN15~20%%Z ITRYET,

SiELATE: (BianLian | IZAL FEEREBOMA T HICASTDA—9 T I+—5 LT
OS24 —2aVERTWADONERINTVET, QInDOT LIz 7. BIERLRE
K(CIS) DY RTLEZEMIZLEVNKSIZERET SN TEY . CNIERS 7O YA N—LFERY
FO—HLBETHERT IVFA—ICHBIHEFETT . oD\ I—2 I, OV FEEEEET
BAFEEIETIL—THQilin RaaSHEEICRE S L TNVSZEFRRBLTVVET,
Microsoft Threat IntelligencelZ& 2 &, 2024 E(C XL EEDER 7V 4—Th AT
Moonstone Sleet |7 74T AMZEENBELSIZHYEL=,

ZERE:Qlnld. EEDT—FEEERTREICHESIEL. \vIT7vTZHIBRIT BT
T T—2EGMLTC_ERBETVET BRENIINDN R TE, BATZT 5%
NHRTBEELET,

WE*% (Targeting Patterns)

QilinlE, FRENIILONSFAREMEAT S DOD T ELEE S HFEHEBHIREMICLTOET,

e,

BE%E

EHE-EMY—EX

@Y —EX

BT 48 R

FOM, INT ATAT =L BR-ARBR-TOC=FYLS  TH/O00—1
ELEMEL>TVET,

HEHRE EEAL 750, KEELGEESWEFE OEBEEHMNICEMNICLTVET 5
X, BEMNLEREEFFZNRBLDIAUSIVIITH A E2FALT, SED £

BRICEREETTVET /MREGHEBLESICE>TEY. EORELRNGINLE
TLTWET,

IR CHETIC25AME M L THEAEBINTLET, 2023F58 (21X A—RXMSUT.
TSN AFFQHE) . aARVET . IFVR ASUA IET . EE., BR, KEQ2H)

D123 DT —2HQIlINDDLSIZIBEFH SN TLWVELE, XE. EE., hF5 . A —RSUTL
ERAGE QMBI IZNEL > TULVET,

o O O O O O



o AT Li:VMware ESXiA 275 A9 F ¥, Windows< 2, Linux/N\—2 3> 1ZR9 &4V
x9,

RRILIHEE (Notable Victims)
QilinD;EENE. V' IL—TDODLSIZHEE T — 2B/ T HLICEFTRATLET,

o 20234:

o Yanfeng Automotive Interiors: 2023511 H28R (. H RE XKD BEERHK YT
SA¥—MD 1D T 5Yanfeng Automotive InteriorsIZxt 25 A NN—KHEDHE%
FRLELT

o 2024%:

o K[E: Upper Marion Township, Etairos Health, Kevin Leeds, CPA,
Commonwealth Sign (2A ), International Electro Mechanical Services (38),

<L —<7: Felda Global Ventures Holdings Berhad (3A ).

YT F7SE 7: Bright Wires (38),

A R332 7: PT Sarana Multi Infrastruktur (Persero) (38 ),

ANA2: Casa Santiveri (3A),

HKE: 202456 A3HICIF. KEEZN R ET HREZH Y —ERTO/N/F—AQilin
SOV LVITHEDHEICEWL., OVFVOEHD T ERRECER Y —ERIZE
ENHFEL,

o 2025%:

O O O O O

o XKE:2025F7A1BIZIE. XEDERMTR/AAHF) =2 AQlinToH L7
BEZT. BBEEOE T —21340GBA T RSN -LENTLVET,

o EE-NBEL HPH)EIEZ—~DFE: HC3IX, 20224108 LI, tH R T4 EL15
#nQilin/AgendaS > LIz 7EEAU L TUMNEERLTEY .. ZOHELSHXKED
HPHE 24— #ICHEE 5 X TLWET , KEOHPHEE MM D IR L6005 KL S
4000B FLIZRATWET,

TTP (Tactics, Techniques, and Procedures)
QilinlE, EMADEEZRRILT SOIC. HEECLICREZRBITLHIENKBHYET,

o #HA7U X (Initial Access):

o RET7I49 T BEDOHDI DEEL T4y T A—ILEBLT. HEED
FYRT—UIZBAL BET—2ZGWMLET,

o YE—IEHR-EE(RMM)Y I+ 7 DEMR: ScreenConnect’i & DRMMY — )L %
EALT.HBOBEICTIVAN) —LKREEZRIBLET,
SEZRIFIE(MFA)RVELS SIMRD YT,

NEAT7TTVr—23> OERM: Citrix®RDPEE  AFEShTWB T TUr—a oA
VA—DJ1—RLERLET,



e E1TL{R#E (Execution and Propagation):

o Qilinl&PowerShellPavY U RSA AU A—TYR—ARUNEETHRRGERI)TH
FEITLET,

o HEARMBE: METIERAZ. QInLEE. BEBEDAUITATHEARANBEHL.
BB LICRELRT—2%ELET,

o W—)L: PsExec®SecureShellz ML TETI7 ML E GBS EDRENZHL.
Cobalt Strikez/NA D EEEIZHERLET . 771" TA MESmokeLoader®o#iL
LWW.NETO—4 —(NETXLOADER) &L TWLET,

o T—HDINELEHM: HBEIEIWINRARZERALTEROBERRENSTI7MILE
IREL, T—2FEMmLET .

o MES{EMi&t (Encryption Enhancements):

o Rusthiild. BEl#EN 0T <ERNEHELFENHY . Windows. Linux, ZD D
OSEIFHZRILIITENARFITARLRT W=, VY LT 7REICHIZHEM
TY,
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